	HIPAA, FERPA, IDEA AND SBHCs
The Alphabet Soup of Health Information and Privacy Protection

	Laura Brey spoke with NASBHC members Jesse White-Fresé, Middletown (CT) Community Health Center, Abigail English, Center for Adolescent Health and the Law; Julia Graham Lear, Center for Health and Health Care in Schools; and Gail Gall, past president of NASBHC, about federal privacy protection laws and how they impact school-based health centers (SBHCs). 
	 



	 
LB: Let’s start with HIPAA.  What is it exactly?  
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is intended to do two things:  protect the confidentiality of personally identifiable health information (PHI) by restricting its release and safeguarding its security; and simplify and reduce administrative costs by standardizing codes (CPT and ICD) used to transmit PHI.  
 
HIPAA rules address three primary areas:  
1)      Transaction and code sets rule.  
      Published on August 16, 2000, with a compliance date of October 16, 2002, that was extended to October 16, 2003 for small health plans or for other covered entities (CES) who requested an extension and submitted a plan
      Requires a standard format for electronic transfer of information and establishes a uniform code set for documenting patient encounters and procedures
2)      Privacy rule.  
      Published on December 28, 2000 with a compliance date of April 13, 2003
      Defines standards for appropriate and inappropriate disclosure of individually identifiable health information and how patient rights are protected
3)      Proposed security rule.  
      Published on August 12, 1998 with no final regulations to date
      Develops standards for all stages of transmission and storage of health care information to ensure integrity and confidentiality of records before, during, and after electronic transmission
 
Other rules that would cover the assignment of identification numbers to health care providers, health plans, and employers have also been proposed, but not finalized.
 
LB: Who must comply with HIPAA?
Health care providers, health plans, and health clearinghouses are defined as covered entities (CES) by HIPAA and are required to comply with HIPAA.  Business associates of CES are required as well.
 
LB: How does HIPAA differ from FERPA and IDEA?
The Family Education Rights and Privacy Act, 1974 (FERPA) was established to protect the privacy of parents and students; the Individual with Disabilities Education Act (IDEA) established requirements to protect the confidentiality of information related to handicapped children who receive benefits under the Education of the Handicapped Act.  Both FERPA and IDEA apply to educational agencies or institutions that are authorized to direct, control, or provide public elementary, secondary, postsecondary or special educational services. Under FERPA and IDEA a parent or guardian has full rights to review education related records including the school health record unless the agency or institution has been provided with evidence that there is a court order, state statute, or other legally binding document to the contrary, or a student has reached the age of 18 or is attending an institution of postsecondary education.
 
LB: How do the health and education laws relate to each other?
When the final HIPAA privacy rules were published in December 2000, school health records of public educational agencies and institutions were excluded from the definition of protected health information with the explanation that Congress protects the privacy of these records through FERPA.  The privacy rule, however, stated that private schools receiving no federal funds are not subject to FERPA or IDEA.  If private schools engage in HIPAA transactions, they are subject to HIPAA regulations.
 
LB: What does it mean for school-based health centers?
As most SBHCs are run by a health care provider or agency, health plan, or their business associates, they are considered covered entities under HIPAA.  Private schools that do not receive federal funding, but are engaging in HIPAA related transactions, must comply with HIPAA, so SBHCs in private schools must also comply with HIPAA.  But what of the small minority of SBHCs being run by educational organizations or institutions: which of the two, FERPA or HIPAA, guides their privacy protection?  That question still remains unanswered by the existing rules. 
 
LB: Confidentiality is a big concern for SBHCs.  How can SBHCs comply with the HIPAA confidentiality rules and maintain inter-agency collaborative working arrangements including shared staffing, records, and team conferences?  
This is a gray area, no doubt about it.  Over the next six months, the Center for Adolescent Health and the Law will be working on setting-specific scenarios and HIPAA interpretations regarding instances like this. 
 
LB: What’s the take home message for SBHCs?
Do not be intimidated by HIPAA.  Centers have successfully adapted to ADA compliance, JACHO accreditation, state certification, and Medicaid HEDIS.  If SBHCs have been operating within sound medical and ethical standards and practices, they are approaching HIPAA compliance from a good frame of reference.  As the implementation of all of the HIPAA rules progresses, the SBHC field will need to formally raise “setting-specific” questions concerning the HIPAA gray areas and the interface between HIPAA and FERPA.  These questions and issues will need to be officially addressed and interpretations made. 
 


HIPAA ONLINE RESOURCES

http://aspe.hhs.gov/admnsimp -- Good starting point for access to HIPAA documentation submitted to or by the government.  This Administrative Simplification site offers calendars, proposed rules, implementation timetables, news, meeting minutes, full text regulatory documents and FAQs on HIPAA.  It also has published the public comments to proposed HIPAA regulations.  

www.hcfa.gov/hipaa/hipaahm.htm -- Centers for Medicare and Medicaid Services (formerly HCFA), official HIPAA site.  Provides general information on Administrative Simplification, the privacy rule and HIPAA related information on Medicare and Medicaid.

www.hipaadvisory.com -- This is a popular commercial site that is updated daily.  They produce good overviews, and have gap analysis/risk assessments and evaluation checklists.  It also includes a “HIPAA store” where commercial products are available, such as books, tapes and implementation guides.

http://www.samhsa.gov/hipaa/index.html -- This site was developed by the Substance Abuse and Mental Health Administration to provide information and assistance to grantees.  In addition to providing an overview of HIPAA it addresses some issues of importance to substance abuse and mental health providers.

http://bphc.hrsa.gov:80/hipaa/  -- Bureau of Primary Health Care.  Site includes an example of a HIPAA specific Risk Assessment Plan for Community Health Centers.

www.aha.org/hipaa/Resources.asp -- This commercial site offers model forms and documents, including an Authorization Form and a Business Associate Agreement.  Also provides discussions, articles, publications and links.  

http://hhs.gov/ocr/hipaa -- The Office of Civil Rights (OCR) is the Departmental component responsible for implementing and enforcing the privacy regulation.  Site provides viewing of the Final Privacy Regulation in various formats, policy guidance, frequently asked questions.  Also included are the DHHS press release, a fact sheet, and instructions on submitting a comment on the proposed modifications. 

http://www.ama-assn.org/ama/pub/category/6438.html -- American Medical Association site guides the reader through a compliance process.  Physicians are the target audience, but useful for clinics and others provider groups.

http://hipaacomply.com --This site focuses on HIPAA compliance with news and information, timeline for compliance, events, conferences and seminars.
www.hipaantidote.com--A commercial site with compliance tools for health care providers, updates on compliance news, FAQs, and compliance calendar.  

www.afehct.org/securityeval.html--A self-evaluation checklist offered to help entities in evaluating their compliance with HIPAA security requirements
 

http://www.healthinschools.org/2003/march14_alert.asp--OCR Answers Frequently Asked Questions about HIPAA: The Office for Civil Rights in the U.S. Department of Health and Human Services posted on its website answers to almost two hundred of the questions it has received about privacy provisions of the Health Insurance Portability and Accountability Act (HIPAA).
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